
Sophos Management 
Console
Our Sophos Enterprise Console helps you manage the 
complete security features included in our Endpoint 
Protection simply. With our single console you can setup, 
deploy and manage our antivirus and host intrusion 
prevention, web filtering, encryption, patch assessment, 
device and data control, application control, firewalls  
and NAC.
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One simplified, automated console 
saves you time
No worry installation  Our installation wizard is simple 
to use and includes everything you need for a quick and 
easy install. We even include a built-in removal tool that 
automatically removes your current antivirus.

One console, many platforms  Install and update your 
endpoint protection across all of your Windows, Mac OS X, 
Linux, UNIX and virtualized platforms—including remote 
computers.

Locate new machines  Get flexibility in how you find find 
new computers. Methods such as network find, IP/Subnet 
and Microsoft Active Directory allow you to rapidly deploy 
protection.

Automatic protection and enforcement  Synchronization 
with Active Directory allows you to automatically protect 
new computers on your network. Enforce your chosen 
security policy automatically.

Delegate responsibility  Create management roles and 
sub-estates to share the workload without handing over 
full administration capabilities. Three default roles grant 
responsibility for specific actions like cleanup or network 
management to trusted users.

Key benefits
 Ì Provides scalable management 
across tens of thousands of 
Windows, Linux, Mac OS X, UNIX 
and virtualized machines

 Ì Our Report Manager gives you both 
on-demand and scheduled network- 
wide reporting. Use one of our 
standard reports or filter a report to 
meet your needs

 Ì Monitors security status providing 
an at-a-glance view of all alerts and 
policy compliance across all the 
computers on the network

 Ì Enables the easy discovery of all 
computers on the network and 
centrally deploys across the 
network from a single console

 Ì Synchronizes with Microsoft Active 
Directory to automatically protect 
new computers as they join the 
network

 Ì One console to setup, deploy and 
manage our antivirus and host 
intrusion prevention, web filtering, 
encryption, patch assessment, 
device and data control, application 
control, firewalls and NAC

 Ì Quickly creates and enforces 
security policies across multiple 
groups, using Sophos ActivePolicies

 Ì Enables centralized cleanup of 
malware and potentially unwanted 
applications

 Ì Provides role-based administration 
privileges assigned with help desk 
and read-only consoles

Protect Windows, Mac, Linux, UNIX and virtualized 
platforms—all from one console.



Sophos Management Console

Centralized control of more than 
just antivirus
Streamlined management  Enterprise Console simplifies 
the management of antivirus, anti-spyware and anti-adware. 
The console also helps you manage web filtering, encryption, 
patch assessment, device and data control, application 
control, firewalls and NAC.

Monitor removable storage  You can set policies controling 
which removable devices and network interfaces people  
can use.

Control your data  Perform DLP scanning and policy 
enforcement using our single endpoint agent.

Regulate application usage  We provide application control 
lists you can use to easily block installation and use of 
unwanted applications that can lead to data loss.

Filter sites from our console  Our Web Filtering in Endpoint 
let's you control web activity even when users are off your 
network reducing your gateway costs.

Know you're patched  Be confident that your computers 
are patched. Our Patch Assessment in Endpoint prioritizes 
and shows computers missing critical threat-related security 
patches right in our console.

Fast encryption  Our integrated full-disk encryption delivers 
faster initial encryption and 30% faster accelerated ongoing 
encryption. Easily deploy, manage and get encryption 
reporting.

Single-console prevention  Get a complete host intrusion 
prevention system without the need for complex installation 
and configuration. 

Detailed reporting for regulatory 
compliance and security audits
Data at a glance, in detail  Get information on all your 
computers, regardless of their operating system or physical 
location. And, get data however you like—in aggregate and 
by individual computer, on a dashboard or by email.

Dashboard monitoring  Take advantage of at-a-glance 
views of alerts across your network, without clicking 
anything. Our dashboard lets you see which computers have 
viruses, tried to run unauthorized applications or have out-of-
date security. Set alert thresholds and have alerts emailed 
directly to you.

Smart Views  Get detailed information easily. Using Smart 
Views, just one click lets you see which computers have 
alerts. Filter down by date, user and more to see only the 
computers that need your attention, and then copy, paste 
into a spreadsheet or print. And to fix an alert, just right 
click to remotely cleanup files, registry settings and running 
processes.

Report Manager Use both on-demand and scheduled 
network-wide reporting. Report Manager allows you to 
use one of our standard reports or filter a report to meet 
your needs. Get reports for alert history, endpoint non-
compliance, events by user and more. View reports as tables 
or charts, or export them in a number of formats.

Customized reporting using your reporting tools  Need 
more reporting options? No problem—use our Sophos 
Reporting Interface to get the data you need right within your 
existing reporting tools.

Industry-leading expertise 24/7 
Always supported  Our 24/7 in-house, certified expert 
support operation is always available to you. While 
SophosLabs—our global network of threat analysis centers—
provides a rapid response to emerging and evolving threats.

Supported licenses
Sophos Enterprise Console is included in our Endpoint 
Protection—Advanced and Endpoint Protection—Enterprise 
licenses. Compare.

Languages available
English, French, German, Japanese, Italian, Spanish, 
Simplified Chinese and Traditional Chinese.

http://www.sophos.com/en-us/why-sophos/our-people/reporting-interface.aspx
http://www.sophos.com/en-us/why-sophos/our-people/reporting-interface.aspx
http://www.sophos.com/en-us/press-office/press-releases/2011/10/sophos-recognized-for-providing-top-customer-service-and-support.aspx
http://www.sophos.com/en-us/press-office/press-releases/2011/10/sophos-recognized-for-providing-top-customer-service-and-support.aspx
http://www.sophos.com/en-us/products/endpoint/endpoint-protection/pricing.aspx
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System requirements 

Platforms managed 

 Ì  Windows 
7/2008/Vista/2003/XP/2000

 Ì  Mac OS X 
Versions 10.4/10.5/10.6/10.7

 Ì Linux*

 Ì UNIX*

Management server

 Ì  Windows 
Server 2008/Server 2003/2000 Server

 Ì  VMware 
vSphere4, ESX 3.5/Workstation 5.0 

 Ì  Hyper-V 
Microsoft Hyper-V 2008

 Ì  Citrix 
XenServer

Remote console

 Ì  Windows 
2003/2000 Pro or Server/ 
XP Pro

 Ì  VMware 
vSphere4/ESX 3.5/Workstation 5.0

 Ì  Hyper-V 
Microsoft Hyper-V 2008

 Ì  Citrix 
XenServer

Hardware

 Ì Minimum: 2.0 GHz Pentium or equivalent

Disk space

 Ì Minimum: 300 MB

Memory

 Ì Minimum: 512 MB)

* For full details, visit www.sophos.com

Note: Sophos Enterprise Console includes all the features covered 
in this document. However, not all features are available with every 
Sophos license. For further information, please see www.sophos.com

Try it now for free
Register for a free 30-day evaluation 
at sophos.com/products.

http://sophos.com/products

